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OF THE STATE OF MARSHALL

Edna Arbeiter,
Plaintiff-Appellant,
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CPI Nl ON AND ORDER

RAMENAUR, Presi ding Judge:

This is an appeal fromthe Oder of the Mdison County
Crcuit Court, granting summary judgnent in favor of
def endant Enpl oyExpert.comin case nunber 2000- CV- 2365.

In reviewing a grant of sunmmary judgnent, this Court
applies the sane test utilized by the trial court: the
evi dence nust denonstrate the absence of any genui ne issue
of material fact and that the novant is entitled to
judgnment as a matter of law. Marshall Rule Cv. P. 56(C

Applying this standard to the record on appeal, we
affirmthe Crcuit Court's holding and affirm sumrary

judgment in favor of Defendant- Appell ee.
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Appel I ant has rai sed two separate assignnments of
error. First, Appellant argues the GCrcuit Court erred in
hol di ng that the personal information about her, and
di ssem nated by Appellee, did not constitute an invasion of
her privacy as defined by the Restatenent (Second) of Torts
governing the public disclosure of private facts. In
addi tion, Appellant urges the Crcuit Court erred in
hol di ng that Appellee's use of cookie technol ogy to gather

this informati on was not an invasion of her privacy.

RELEVANT FACTS

Nei t her party disputes the follow ng facts:
Enpl oyExpert.comis a conmmercial web site offering
consuners assistance with various enploynment matters. More
specifically, EnployExpert.com answers questions submtted
by its users who are searching for jobs and preparing for
interviews. 1In addition, the web site facilitates the on-
line presentation of its users' resunes. By registering
wi th Enpl oyExpert.com users submt information to create a
"profile.” The submtted information is presented as a
resunme but with personal identifying information, such as
t he person's nanme, address, and phone nunber, redacted. In
addi tion, Enpl oyExpert.comredacts the locations of its

users' past enploynent and other information that m ght



identify a user. Upon conpleting the registration process,
Enpl oyExpert. com assi gns each user profile an |ID code
nunber which is used as a reference | ocator.

Enpl oyExpert.com provi des the described services
W thout charge to its users. EnployExpert.comreceives its
revenue fromthe firns that place banner advertisenents
shown as visitors review the directory of conpleted
profiles.

Each user receives an e-mail nessage summari zi ng the
i nformation provided by the user and containing a unique
profile I D code nunber. The resune profiles are readily
avai l abl e to anyone who visits the web site, although
visitors are asked for their nane, e-mail address, and
conpany nane before they can view the profiles. The
conpany nane, and in sone instances the user's e-nai
address, are used by Enpl oyExpert.comto filter its search
results in order to prevent an enployer from gaini ng access
to its own enpl oyees' profiles.

Enpl oyExpert.comgathers its information by asking
users to submt information through an interactive web page
application form The formasks for a user's nane,
address, phone and e-mail. It states that this contact
information will not be displayed to others so as to

protect the privacy of the individual. The page al so



requests the individual's age, sex, current and past
enpl oynent information, and information related to the
position that the individual is seeking.

At the end of the formis a section | abeled "Privacy
Preferences.” In this section there are two statenents,
each of which appears next to a checkbox marked "I agree."”
The boxes are pre-checked, although the user can uncheck
ei ther or both boxes in order to avoid selecting the
default responses. The first statenent says, "In exchange
for the services provided to nme by Enpl oyExpert.com |
understand that banner advertisenents nmay appear on the
sane screen as ny profile when it is accessed.
under st and t hat Enpl oyExpert.com may share non-personally
identifiable information with third parties in connection
with the banner advertisenents, and is not responsible for
the practices of such parties.” The second statenent says,
"1 allow Enpl oyExpert.comto use any additiona
information, including information gathered by the anal ysis
of cookie technology, to create and add an 'Interests
section to ny resune profile. | understand that
Enpl oyExpert.comis not responsible for any
m sunder st andi ng or inconsistencies provided in this

profile."



Edna Arbeiter, an enpl oyee of Arbor Shoes, used
Enpl oyExpert.conls services to create a resune profile so
that she mght find another job. She conpleted the entire
application. She did not understand what "cookie
t echnol ogy" was, but felt it was inportant to include a
section in her profile for "Interests,"” so she did not
uncheck either of the selections under "Privacy
Preferences.” Enpl oyExpert.com sent Arbeiter an e-nail
nmessage providing her ID code nunber and sunmari zi ng the
information that she had submtted. See Appendi x A

Arbeiter's imedi ate supervi sor at Arbor Shoes was
Bill Sinmpson. Shortly after Enpl oyExpert.com posted
Arbeiter's profile to its site, Sinpson happened to hit on
t he Enpl oyExpert.comweb site while using his home ACL
account, and reviewed Arbeiter's profile. This apparently
was possi bl e because Si npson was using his personal account
on Anerica Online, rather than one provided by Arbor Shoes,
and he did not give the conpany nane when he registered
with the site.

Al t hough no personal information was visible on the
profile page, Sinpson believed the profile belonged to
Arbeiter because he was famliar with her past enpl oynent

hi story and education. On Mnday, he called Arbeiter into



his office and infornmed her that because she was obviously
| ooki ng for another job, she was fired.

After her term nation, Edna Arbeiter visited
Enpl oyExpert.comto exam ne her resune profile as it
appeared on the site. She saw that Enpl oyExpert.com had
added a section entitled "Interests.” This section
contained information that she did not recognize. |In
particular, it stated, "This individual is an active and
experienced | nternet user who spends several hours per day
accessing the web. Anong the web sites frequently visited
by this individual are news and information sites, sports
sites, enploynent and finance sites, and weat her
information sites.” See Appendi x B.

Arbeiter sued Enpl oyExpert.com cl aim ng invasi on of
privacy since she neither consented to nor specifically
gave Enpl oyExpert.com any of the information contained in
the section entitled "Interests.” She clained that
Enpl oyExpert.com s portrayal of her via the profile had
al l oned her current enployer to identify her, thus
resulting in her term nation.

Arbeiter argued that any person famliar with her
history could easily identify her by the information
contained in the profile. She now asserts that

Enmpl oyExpert.com i nvaded her privacy because it displayed



information to which she did not consent and as a result,
her enpl oyer was able to identify her due to private

information displayed in the profile.

ANALYSI S

A. Invasion of Privacy by Public D sclosure of Private
Fact s

The State of Marshall recognizes that in order for
there to be any invasion of privacy, the information nust
itself be private. The State of Marshall adheres to the
rules set forth in the Restatenent (Second) of Torts,
expl aining the el ements necessary for a public disclosure
of private facts. Therefore, the public matter discl osed
must be "highly offensive to a reasonabl e person,” and one
that "is not of legitimte concern to the public.”
Rest at enent (Second) of Torts 8 652D (1977).

In the case at bar, Edna Arbeiter had know edge of the
fact that the information she provided woul d be made
available to the public in sone form The fact that she
volunteered this information in a public forum such as the
Internet, relinquishes her right to any claimof privacy.
In addition, this information is in no way offensive.
Accordi ngly, Appellant did not neet the elenents set forth

in the Restatenment.



Mor eover, Appellee maintains a clearly posted privacy
policy, available to all individuals who visit its site,
specifically disclaimng responsibility for any actions
that occur as a result of an individual utilizing the site.
Not wi t hst andi ng, Arbeiter voluntarily provided personal
data to Enpl oyExpert.comwhich, in turn, posted this
information on the site. Appellant thus proceeded to use
the site to her own peril. Accordingly, the first

assi gnnent of error is denied.

B. Intrusion upon Seclusion through Cooki e Technol ogy

The State of Marshall recogni zes the theory of
i ntrusi on upon seclusion, adhering to the rule that for an
i ntrusion upon seclusion to occur, a plaintiff nust show
that the defendant penetrated sone zone of physical or
sensory privacy surroundi ng, or obtained unwanted access to
data about, the plaintiff.

Appel I ant now asks this Court to recogni ze "net

surfing" as a protected zone of privacy. W disagree with
this prem se and decline to expand the zone of privacy, as
contenpl ated by the theory of intrusion upon seclusion, to
i nclude net surfing activities. Appellee' s use of cookies

did not penetrate a zone of physical or sensory privacy

surroundi ng Appellant. Rather, Appellant willingly browsed



t hrough the Internet, which we recognize to be a public
domain. W refuse to broaden the zone of privacy to
i nclude an area where the public clearly frequents.

W further disagree with Appellant's argunent that
Enpl oyExpert.com's unwant ed access to her data constitutes an
i ntrusion upon seclusion. EnployExpert.comdid not gain
unwant ed access to data about Appellant. Mreover, the data
obt ai ned by Enpl oyExpert.comis not highly sensitive
information afforded greater protection under privacy |aws,
since it is clearly not of a financial, sexual, or nedical
nature. Accordingly, we find that the use of cookie
technol ogy is not an intrusion upon secl usion.

Appel lant's claimof an invasion of privacy is
unf ounded since the information itself should not be
considered private. For this reason, Appellee's use of
cooki e technol ogy is not an invasion of privacy and

Appel l ant's second assignnment of error is also denied.

CONCLUSI ON

For all of the reasons set forth herein, both of
Appel l ant's assignnents of error are denied and the Grcuit
Court's Order granting summary judgnent in favor of

Def endant - Appel | ee Enpl oyExpert.comis hereby AFFI RVED
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APPENDI X A

EmployExpert.com Profile Application

Y ou provided the following information in the application that you completed at our web
site. Please return to our site if you wish to make any revisions or corrections to this
information. Your profile ID code number is0992. Y ou will need that number and the
password that you selected in order to change thisinformation. Please contact us at
webmaster @employexpert.com if you have forgotten your password or if you have any
other questions. Thank you for using EmployExpert.com!

CONFIDENTIAL PERSONAL PROFILE

(None of the following information will be made available without your specific
authorization.)

Name: EdnaArbeiter

Street Address. 1356 W. Roscoe

City: Springfield State: Marsnal Zip Code: 60690

Phone Number: 312-427-2737 E-mail Address. Arbeter@marshallonline.com

GENERAL PROFILE
(Some or dl of the following information will be available to persons who visit our site.)

Age: 43 Sex: F Geographic Area: Midwest

Education:
Institution:  Marshall State University
Degree: B.A. Date: 1979

Field/Major: Communications

Current employment:

(Thisinformation is vital to assist us in blocking your current employer from viewing
your profile. Your current salary will not appear with your profile, but employers who
visit our site may search for candidates with current or desired salaries within a particular
range.)

Company:  Arbor Shoes

City: Springfield State: Marshal
Duration: 1996 to present

Title: Regional Sales Manager

Salary: $45,000

Accomplishments. Increased sales, doubled representatives sales, suggested
new product ideas.
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Previous employment:

(1)

(2)

Positio

Company: LitWare, Inc.

City: Humboldt State: Marshal
Duration: 1979-1987

Title: Senior Sales Representative

Accomplishments. Increased sales revenue, expanded sales teams, suggested
and selected new products.

Company:  Ferguson and Bardell

City: Horner State: Marshall
Duration: 1987-1996

Title: District Sales Manager

Accomplishments: Increased regional sales, managed 250 sales representatives
in 10 states, trained all new recruits.

n Sought:

Desired Job Title:  Sales Manager

Desired Salary: $60,000

Objectives.  Continue working to increase sales with new company and become
more involved with the implementation of product idess.

Geographical/Other Restrictions: None

PRIVACY PREFERENCES

(You may vidit our site at any time to change your preferences, but be aware that limiting
the information that may be gathered by or made available through EmployExpert.com
may reduce the number of potential employers that view your profile. For more
information, please see the Privacy Policy Statement on web site.)

| agree

In exchange for the services provided to me by EmployExpert.com, |
understand that banner advertisements may appear on the same screen as my
profile when it is accessed. | understand that EmployExpert.com may share
non-personadly identifiable information with third parties in connection with
the banner advertisements, and is not responsible for the practices of such
parties.

| agree | alow EmployExpert.com to use any additional information, including

information gathered by the analysis of cookie technology, to create and add
an “Interests’ section to my resume profile. | understand that
EmployExpert.com is not responsible for any misunderstanding or
inconsistencies provided in this profile.
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APPENDI X B

Profile No. 0992

Position Sought

Objective

Experience

Education

Interests

National Sales Manager

Continue working to increase sales with new company and become
more involved with the implementation of product idess.

Regional Sales Manager (4 years)

Increased sales, doubled representatives sales, suggested new
product ideas

District Sales Manager (9 years)

Increased regional sales, managed 250 sales representativesin
10 states, trained all new recruits

Senior Sales Representative (8 years)

Increased sales revenue, expanded sales teams, suggested and
selected new products

B.A., Communications

Thisindividua is an active and experienced Internet user who
spends several hours per day accessing the web. Among the web
sites frequently visited by thisindividual are news and information
gites, sports sites, employment and finance sites, and weather
information sites.
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APPENDI X C

EmployExpert.com Privacy Policy Statement

EmployExpert.com is strongly committed to protecting the privacy of all visitors that
post persona information on this site. We understand the sengitivity of onewho is
seeking a job and wants to provide a trustworthy and safe environment. This statement is
meant to explain to you, the visitor, the actions we implement to maintain your safety.

All personal information that EmployExpert.com collectsis gained on avoluntary basis.
The contact information that we collect is necessary so that we can contact particular
visitorsin regards to their profile. Personal contact information is omitted from profiles
created by EmployExpert.com to maintain the privacy of visitors; contact information
will be provided to a particular employer only with your specific authorization.

In addition, we do not sell or display personal information to anyone unless required to
do so by law or to protect the rights and property of others. This site contains links to
other sites as well as banner ads. EmployExpert.com is not responsible for the practices
or content of such sites. Therefore, all users should know that when they voluntarily
provide persona information, the data can be collected by others.

Our site uses cookie technology to optimize service to our visitors. These cookies alow
us to recognize repeat visitors and make our site more productive and personalized. If
you configure your web browser to disable cookies, you may not be able to take
advantage of all of the features of EmployExpert.com.

If you have any questions or comments regarding our site, please feel free to contact us at
webmaster @employexpert.com.

14



I N THE SUPREME COURT OF THE STATE OF MARSHALL

Edna Arbeiter,
Plaintiff-Appellant,
--V-- No. 2000-135

Enpl oyExpert. com

Def endant - Appel | ee.

N N N N N N N N N N N

ORDER GRANTI NG LEAVE TO APPEAL

The Suprene Court of the State of Marshall hereby
grants Plaintiff Edna Arbeiter | eave to appeal the decision
of the First District Court of Appeals in Case Nunber 2000-
CV- 2365, which affirmed the Crcuit Court's decision in
favor of Defendant Enpl oyExpert.com

On appeal, the parties shall address the foll ow ng
I ssues:

(1) D dthe Court of Appeals err in holding that the

i nformati on di ssem nated by Defendant Enpl oyExpert.com

was neither private, nor invaded the Plaintiff's

privacy as defined by applicable state | aw anal ogous
to the Restatenment (Second) of Torts regarding the
public disclosure of private facts; and
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(2) D dthe Court of Appeals err in holding that use of
cooki e technol ogy to gather personal information is
not an invasion of privacy?

Pursuant to stipulation of the parties, the Opinion
and Order of the Court of Appeals shall serve as the Record

on Appeal herein.

s J
Dated: July 28, 2000 m’tW‘

BERNARD C. WOBURT
Chi ef Justice
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